
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Volume 13, Issue 6, June 2024 

 

 

Impact Factor: 8.423 
 



 

 

                                           |DOI: 10.15680/IJIRSET.2024.1306241| 

IJIRSET©2024                                           | An ISO 9001:2008 Certified Journal |                                         12055 

Ensuring Privacy in Data Mining on Social 

Networking Services 
 

Shailendra Shukla, Dr. Anoop Sharma 

Research Scholar, University of Technology, Jaipur, India 

 Professor, Research Supervisor, University of Technology, Jaipur, India 

 

ABSTRACT: Social networking sites have emerged as the most widely used and convenient means of communication 

in recent years. The use of social networking sites, which offer a variety of services like email, instant messaging, news 

groups, blogging, chat groups, and the newest fad on Instagram—snapchats—has increased significantly. Since they 

are the most popular websites online, Facebook, Myspace, YouTube, and Twitter offer these features. Due to their 

exponential expansion, social networking sites are becoming important providers of user data, which raises privacy and 

security concerns. A large subfield of data mining has emerged called privacy preserving data mining (PPDM), which 

is centered on protecting privacy. The purpose of this study is to ascertain if data mining techniques that protect privacy 

may be successfully used in social networking service (SNS) data mining. SNS users can receive secure, personalized 

services by utilizing privacy-preserving data mining on the personal information they have collected. In this paper, we 

examine the use of the anonymization strategy for privacy-preserving data mining.  
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I. INTRODUCTION 

 

Social networking services (SNSs) that employ users' addresses and birthdays have been very popular in the past few 

years. Services are made available by data mining on the private data kept on a social networking site. One method for 

extracting pertinent information from a vast amount of accumulated data is data mining. Nevertheless, using such a 

method increases the possibility that private data may be compromised when processing the data. Consequently, studies 

on privacy-preserving data mining are being carried out. Data mining with privacy preservation is a method that 

extracts meaningful information from massive amounts of data while safeguarding private and sensitive data. 

 

Privacy-preserving data mining has received a lot of attention lately. Studies examining the feasibility of identifying a 

specific person when secret information is mixed with unhidden publicly available data are, nevertheless, few. Privacy-

preserving data mining has made it feasible to provide more individualised and secure services by analysing personal 

information used on social networking sites. The objective of this work is to assess a privacy-preserving data mining 

technique applicable to social network data mining. In order to achieve this objective, we examine the use of 

anonymization in privacy-preserving data mining. Every piece of input data is mined and anonymized in data mining. 

However, it is impossible to conceal the information about an SNS's browsing history that is publicly available on the 

Internet. It could be possible to identify a person using only publicly available data and all input data that has been 

anonymized. As a result, individual creativity is needed. Based on this feature, we take into consideration the things to 

keep in mind when using the anonymization strategy to apply privacy-preserving data mining to the historical data of a 

social networking site. In this paper, we examine the anonymization technique and confirm its impact when applied to 

certain datasets. Additionally, we suggest employing randomness to clutter SNS data mining algorithms while 

maintaining privacy. 

 

1.1 Privacy, security and social impacts of Data Mining 

The goal of data mining is to shrewdly extract relevant information from vast volumes of data in order to address 

pressing issues. It is an amalgam of the terms "mining" and "data." Data mining is the process of sifting through 

examples to extract relevant information. Knowledge discovery in databases, or data mining, is the process of 

classifying and evaluating data from various viewpoints. To convert unusable data into meaningful data, a variety of 

data mining approaches are employed. It can be used to investigate crimes through lie detection, identify suspicious 

activity, identify fraud and abuse, and track down terrorist operations, among other things. By enhancing consumer 

happiness and service as well as lifestyle in general, data mining can provide numerous advantages. Whether we are 



 

 

                                           |DOI: 10.15680/IJIRSET.2024.1306241| 

IJIRSET©2024                                           | An ISO 9001:2008 Certified Journal |                                         12056 

aware of it or not, data mining is used in many facets of our daily life. It impacts our purchasing, work, and search 

behaviors. 

 

II. LITERATURE REVIEW 

 

Huang, Q. (2017) suggested a plan for the safe exchange and cooperation of social and health data in MHSN. Patients 

can safely share their private personal information with others thanks to our secure and fine-grained social and health 

data sharing methods, which use identity-based broadcast encryption and attribute-based encryption, respectively, to 

protect data privacy. We use proxy encryption to enable the healthcare analysts to access social and health data that is 

encrypted, with permission from the data owner, to improve data collaboration. In particular, the decryption of the 

healthcare analyzer is inexpensive, and the majority of the encryption and decryption computations for health data are 

outsourced from mobile devices with limited resources to a health cloud. The efficiency and security of our scheme are 

demonstrated by the results of the performance and security study.  

 

Abawajy, J. H. (2016) conducted a thorough analysis of the most recent privacy-preserving methods for publishing 

data from social networks, metrics for measuring the degree of anonymity offered, information loss, difficulties, and 

potential future research areas. In addition to identifying common themes and potential future paths, the survey assists 

readers in comprehending the risks, different privacy-preserving techniques, and their susceptibility to privacy breach 

attacks in the posting of social network data. OSN have resulted in a massive explosion of network-centric data that can 

be gathered to gain a deeper comprehension of intriguing phenomena like the behavioural and sociological 

characteristics of individuals or groups. Online social network service providers are therefore required to make the 

social network data publicly available for use by other users, including advertising and academics. Due to the 

vulnerability of published social network data to various reidentification and disclosure threats, research is now being 

conducted to build privacy preservation measures. The hazards, assaults, and privacy-preserving strategies related to 

social network data dissemination are all thoroughly explored in this research.  

 

Zhang, S. (2021) Proposed BPP, a unique blockchain-based privacy-preserving framework for online social networks. 

The BPP framework may accomplish safe data sharing, retrieval, and accessing with fairness and without worrying 

about possible harm to users' interests when blockchain technology and public-key cryptography are combined. A 

secure, equitable, and effective keyword search algorithm is specifically proposed, based on blockchain and public key 

encryption with keyword search technique. With this algorithm, the BBP framework realises privacy preservation of 

user's query and then obtains accurate query results with assurance and without needing any further verification 

operation in online social network. In the end, we put our framework's prototype into practice and launch it onto a 

locally simulated network. The security, effectiveness, and efficiency of our suggested framework are shown by the 

thorough experiments and security analysis. 

 

Wang, X. (2017) offered an IDB-MUSE method with a constant-size index and search trapdoor. We establish its 

security features formally. We split the trapdoor calculation into two stages, the offline phase and the online phase, in 

order to increase search efficiency. Regarding the number of users, the computing cost for the online phase trapdoor is 

constant. A privacy-preserving data search and sharing protocol, wherein only the authorised user can access the shared 

group data, is suggested, based on the IDB-MUSE system. It captures the characteristics of request unlikability, 

privacy-preserving data and search patterns, anonymity, and source authenticity. The protocol's applicability for 

wireless applications is demonstrated by the experimental findings. To address these issues, we define a formal security 

model for ID-based multi-user searchable encryption (IDB-MUSE) and provide indistinguishability against insider 

guessing attacks, indistinguishability against selected keyword attacks, and indistinguishability against insider identity 

guessing attacks. 

 

Qu, Y., Yu, S. (2020) discovered that adjustable privacy will cause unanticipated correlations among injected sounds, 

weakening privacy protection and revealing more sensitive information. This will also activate the differential privacy 

composition process. Customizable privacy protection is therefore susceptible to two main types of assaults: collusion 

attacks and background knowledge attacks. They present a customizable reliable differential privacy model (CRDP) 

that offers attack-proof, customizable security on an individual basis, hence optimizing the trade-off between 

customizable privacy preservation and data utility. The shortest path between two nodes is referred to as social 

distance, and it is utilized as an index to adjust the privacy protection levels. Next, we model the attacks quantitatively 
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using the differential privacy framework. The evaluation findings obtained from real-world datasets demonstrate the 

viability and superiority of CRDP with respect to reliable attack resistance and customizable privacy preservation. 

 

III. PRIVACY-PRESERVING DATA MINING 

 

The categories of data handled, primary techniques for privacy-preserving data mining, and connection between this 

study and privacy-preserving data mining are all covered in this section. 

 

3.1 Categories of Data  

Identifier data are attribute data that can be used to directly identify a particular person, such as social security numbers 

or individual numbers introduced in India. Quasi-identifier data are attribute data, such as gender, birthday, and 

address, that when combined with other attribute data, can be used to indirectly identify a specific individual. 

 

3.2 The Ideal Model Method: Assuming a Third Party  

Using this strategy, data is aggregated and data mining is carried out by a trusted third party (TTP) who maintains 

confidentiality. This approach is thought to be the safest. TTP installation, however, is frequently unfeasible because it 

must to be done by the government or a reputable organisation. 

 

3.3 The process of anonymization  

The anonymization strategy involves processing data and conducting data mining in order to prevent the identification 

of a specific person. In particular, actions like removing the identifier, combining several quasi-identifier variable 

values into a single category, and changing a variable value into an ID are taken. As a result, even if the identity is 

removed, it's still possible to identify the person indirectly using a mix of other data. It must be built to meet definitions 

of anonymity, like 𝑘 -anonymity and 𝑙 -diversity, in order to achieve anonymity. The property known as anonymity 

occurs when at least a certain number of data points have the same number of attribute values. When there are at least 𝑙 
differences in the attribute values of confidential data in the 𝑘-anonymity data, the trait is known as 𝑙-Diversity. 

 

3.4 Randomize  

Randomization is the process of adding random noise to personal data in order to mine it. In particular, actions like 

introducing random noise into variable values, exchanging data at random with other people, and substituting random 

values for variable values are carried out. 

Since randomization is a lossy process that makes it harder to restore original data, privacy is preserved. This approach 

has a minimal computational cost, but its safety and accuracy are statistical. Furthermore, safety increases with 

increasing randomization, but results become less reliable as a result. 

 

3.5 Use encryption  

Data mining is done in addition to data encryption. One of the encryption techniques is secret calculation, which uses 

technology to carry out computations like statistical analysis and machine learning while protecting the privacy of 

personal data. It also only outputs the outcomes. Because the data is encrypted and randomised throughout the secret 

calculation, data encryption protects privacy. Due to encryption, this approach has a higher computational cost than the 

previous ones, but its accuracy and security requirements are stricter. 

 

3.6 Connection to this Research  

Anonymization is relevant to this study. The current method does data mining after anonymizing all of the data. In this 

study, we examine the impact of partially anonymizing the data and using data mining to replicate data that has been 

made public on the Internet, including SNS users' personal information. 

 

IV. PRIVACY-PRESERVING DATA MINING METRICS FOR SNS 

 

Anonymization of all input data is achieved by the use of the anonymization approach in privacy-preserving data 

mining. Data that is posted online cannot be hidden, which is a feature of SNS information. An individual may be 

identified by the anonymization of all input data paired with data that is readily available to the public. We created a 

privacy-preserving data mining technique that may be applied to SNS data mining based on this feature.  
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Safe and individualized services can be provided by applying privacy-preserving data mining to personal information 

utilized in a social networking site. In this paper, we examine the use of anonymization in privacy-preserving data 

mining applications. All input data is mined and anonymized using this manner. We also ascertain whether the 

anonymization strategy is applicable to data that permits partial anonymization, like data from social networking sites, 

and whether doing so permits the identification of a specific person.  

 

 
 

Figure 1: PPDM Techniques 

 

The quantity of data applied to the attributes in the produced dataset that hasn't been removed from anonymity is 

counted. The degree of security of anonymization is defined as the ratio of anonymization to all data. This allows one 

to use the defined degree of anonymization to assess the level of anonymization of the data, even if only a portion of 

the data is anonymized. The following are the steps involved in the suggested method.  

1. Use technologies to anonymize some attributes from datasets.  

2. To assess safety, look for and count anonymous attributes in the absence of any anonymous attributes.  

3. The data may alter the level of anonymization security in addition to the anonymization technique. We examined 

the dataset's whole attribute distribution in this study and assessed the attributes using a notably high degree of 

distribution bias.  

4. Even when they are disclosed for attributes with a slight distribution bias, it might be challenging to identify non-

anonymous attributes.  

 

Example: When looking for data about a certain woman, we can cut the search radius in half if the gender ratio is 

similar.  

If attributes with a strong distribution bias are disclosed, it is believed that they can identify non-anonymous attributes 

to some extent.  

 

Example: When searching for data about a certain elderly person, we can focus on a smaller group of elderly 

individuals if we have a limited number of elderly people.  
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V. RANDOMIZATION DECISION TREE AND RANDOMIZATION CLUSTERING 

 

A proposal has been made for a study on privacy-preserving decision tree learning and data mining utilising 

randomization. Here, we first present decision tree learning with privacy preservation using randomization. Next, we 

suggest employing the suggested randomization to implement privacy-preserving clustering.  

 

5.1 Decision Tree Learning with Privacy Preserving  

Agrawal and Srikant offered privacy protection decision tree learning using randomization as an example of data 

mining study on privacy protection. The following is the broad decision tree learning algorithm. A model of the tree 

structure used for categorization is the decision tree. Algorithm 1 displays the decision tree generating algorithm. 

 

• Decision tree creation algorithm (algorithm 1) 

Partitioning Procedure (Data 𝑆)  

1. End if all the data in 𝑆 belong to the same class;  

2. Consider the best technique to divide 𝑆 by each characteristic;  

3. Divide 𝑆 into 𝑆1 and 𝑆2 based on the best division strategy.  

4. Carry out Partition (𝑆1)  

5. Carry out Partition (𝑆2) 

 

The gini index is used to assess the goodness of division. 

On the other hand, research is being done on decision tree learning with randomization. This makes the input data 

random. Techniques for randomization include introducing random noise into the data, randomly transferring the data, 

and substituting random values for the data. Following decision tree learning, statistical inference is used to restore the 

decision tree learning outcomes. Three algorithms—Global, ByClass, and Local—are available to eliminate the impact 

of randomization when restoring the outcome. At the beginning, global reconstructs every characteristic all at once. At 

the beginning, ByClass reconstructs every class and every attribute. When evaluating each node's classification, local 

reconstructs every attribute and class. 

 

5.2 Clustering that Preserves Privacy 

We suggest employing randomness for clustering. During clustering, the data can be supplemented with random noise 

using this technique. Using references to other studies, three approaches for adding random noise are suggested: 

Global, ByClass, and Local. At the beginning, global reconstructs every characteristic all at once. At the beginning, 

ByClass reconstructs every class and every attribute. In clustering phases, local reconstructs each attribute and class at 

the same time. Local offers the best level of privacy protection, but the drawback is that every time there is a 

randomization, the amount of calculation increases. Global is simple to use and takes less computation, but its level of 

privacy protection is not very good. 

 

VI. CONCLUSION 

 

This paper focuses on the importance of privacy in data mining on social networking services (SNS). With the 

increasing popularity of SNS, the amount of user data being collected raises concerns about privacy and security. 

Privacy-preserving data mining (PPDM) has emerged as a subfield to address these concerns. The study aims to 

determine if PPDM techniques can be successfully applied to SNS data mining. Anonymization is one technique that is 

examined in this paper, which involves removing identifiers and combining quasi-identifiers to protect privacy. 

However, it is noted that publicly available data, such as browsing history, can still potentially identify individuals even 

with anonymization. Randomization is another technique that can be used to add noise to personal data, preserving 

privacy. The paper also discusses the use of encryption in data mining to protect privacy. Overall, the goal is to provide 

secure and personalized services while maintaining privacy in SNS data mining. 
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